

Application No. 


Applicant(s) 




Notice of Allowability 


09/898 t 849 


ANDERSON ETAL 


Examiner 


Art Unit 






Minh Dinh 


2132 





- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-- 

AII claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 
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International Bureau (PCT Rule 17.2(a)). 
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EXAMINER'S AMENDMENT 

1 . An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided 
by 37 CFR 1 .312. To ensure consideration of such an amendment, it MUST be 
submitted no later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Joseph Lutz on 10/1 1/2005. The application has been amended as follows: 

■ Claim 1 : replace "an administrator" in line 7 with "an upstream router 
administrator" 

■ Claim 5: replace "an administrator" in lines 7-8 with "an upstream router 
administrator" 

■ Claim 1 1 : replace "an administrator" in lines 8-9 with "an upstream router 
administrator" 

■ Claim 15: replace "an administrator" in line 9 with "an upstream router 
administrator" 

■ Claim 19: replace "an administrator" in lines 7-8 with "an upstream router 
administrator" 

■ Claim 26: replace "an administrator" in lines 10-1 1 with "an upstream router 
administrator" 

■ Claim 33: replace "an administrator" in lines 15-16 with "a router administrator" 
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2. The following is an examiner's statement of reasons for allowance. The present 
invention is directed to a method and system for stopping distributed denial of service 
attack in which a downstream device (e.g., a host or a router), after detecting a denial of 
service attack, sends a filter to an upstream router requesting the upstream router to 
block the attack traffic as specified in the filter. More specifically, independent claims 1 , 
5, 1 1 , 1 5, 1 9, 26 and 33 identify the uniquely distinct features: an expiration time for the 
filter is configured by an upstream router administrator. The closest prior arts, Smith et 
al. ("A Protocol and Simulation for Distributed Communicating Firewalls") and Mahajan 
et al ("Controlling High Bandwidth Aggregates in the Network"), also disclose a method 
for stopping denial of service attack using filters at upstream routers. However, both 
Smith and Mahajan teach that the expiration time for the filter is determined by the 
administrator of the downstream device. The prior art, taken either singly or in 
combination, fails to anticipate or fairly suggest the limitations of applicant's 
independent claim, in such a manner that a rejection under 35 U.S.C 102 or 103 would 
be proper. The claimed invention is therefore considered to be in condition for 
allowance as being novel and nonobvious over prior art. 

Any comments considered necessary by applicant must be submitted no later 
than the payment of the issue fee and, to avoid processing delays, should preferably 
accompany the issue fee. Such submissions should be clearly labeled "Comments on 
Statement of Reasons for Allowance." 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dinh whose telephone number is 571-272-3802. 
The examiner can normally be reached on Mon-Fri: 10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilbert© Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). 
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